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Setting up IIS - Internet Information Server for TimeTrak

How to set up IIS to meet TimeTrak Requirements

Before you begin:

e Make sure IS is closed
e .NET 4.8. is required on both the webserver and any other server or PC that will be used to run TimeTrak
Administrator Console.

You can download it from Microsoft.
Download .NET Framework 4.8 Web Installer (microsoft.com)

To check what version of .NET is already installed:

How to check with CMD
reg query "HKLM\SOFTWARE\Microsoft\Net Framework Setup\NDP\v4" /s

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Net Framework Setup\NDP\v4\Full
CBS REG_DWORD Ox1
Install REG_DWORD Ox1
InstallPath REG_SZ C:\Windows\Microsoft.NET\Frameworké6ud\vi.0.30319\

Release REG_DWORD 0x82348
Servicing REG_DWORD 0x0
TargetVersion REG_SZ 4.0.0
Version REG_SZ 4.8.09032

How to check with PowerShell

$release = Get-ItemPropertyvalue -LiteralPath 'HKLM:SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full' -
Name Release
switch ($release) {

$_ -ge 533320 } { $version = '4.8.1 or later'; break }

{ $_ -ge 528040 } { $version = '4.8"; break }

{ $_ -ge 461808 } { $version = '4.7.2'; break }
{ $_ -ge 461308 } { $version = '4.7.1'; break }
{ $_ -ge 460798 } { $version = '4.7"'; break }

{ $_ -ge 394802 } { $version = '4.6.2"; break }
{ $_ -ge 394254 } { $version = '4.6.1"; break }
{ $_ -ge 393295 } { $version = '4.6"; break }

{ $_ -ge 379893 } { $version = '4.5.2"'; break }
{ $_ -ge 378675 } { $version = '4.5.1"; break }
{ $_ -ge 378389 } { $version = '4.5"; break }
default { $version = $null; break }

}
if ($version) {
cls
write-Host -Object ".NET Framework Vversion: $version"
pause
} else {
cls

write-Host -Object '.NET Framework Version 4.5 or Tater 1is not detected.'
pause

TimeTrak requires the following to be configured.

.NET Extensibility 4.X HTTP Errors

Application Development [IS Management Console
Application Initialization ISAPI Extensions

ASP .NET 4.X ISAPI Filters

Default Document Request Filtering

Directory Browsing Static Content Compression

Enable Static Content URL Rewrite




You can step through the guide below to install IS and modules manually or on the last page there is a script to
install 1IS and all required modules.

Go into Control Panel and select Turn Windows features on or off as per below.

Control Panel

“ v »| Control Panel »

Adjust your computer’s settings

System and Security
Review your computer's status
& View event logs

‘ul Metwork and Internet

View network status and tasks

/ Hardware
__ *  View devices and printers
Add a device

«~_. Programs

Uninstall a program
Turn Windows features on or off I

This will launch Server Manager

You will see an “Add Roles and Features Wizard” as per below, Click next.

& Add Roles and Features Wizard =% O =
- . DESTINATIOMN SERVER
Before you begln WIN-TO10HOV266E
Before You Begin This wizard _helps you install roles, role S_ENICES, or features. \"ou.det.ermlne which m.les. role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website,

Server Sel 7
To remove roles, role services, or features:
Start the Remowe Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* MNetwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default




Choose the installation type based on your environment.

In this example, we choose “Role-based or feature-based installation” and then click next.

iz Add Roles and Features Wizard — O x
] : DESTINATION SERVER
Select installation t}’pe WIN-TO10HOV265E

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, ar on an offline virtual hard disk [WHD).

Before You Begin

@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

_) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

| e [

Select the destination server to install your ISS

f, Add Reles and Features Wizard — O x
: e DESTINATION SERVER
Select destination server WIN-TO10HOVZE5E

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type (@ Select a server from the server pool
Server Roles Server Pool
Features
Filter: |
MName IP Address Operating System

WIN-TO10HOVZ266E 232132 Microsoft Windows Server 2019 Standard

1 Computer(s} found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Cffline servers and
newly-added servers from which data collection is still incomplete are not shown,

| < Previous | | Next > Install Cancel




On the next screen, you need to choose the roles that you need to install.
These are the roles that you need to set up for TimeTrak:

Internet Information Services:

Web Server (IIS) > Management Tools

e 1IS Management Console

& Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.
Roles

|| DNS Server
@ [ Fax Server
W] File and Storage Services (1 of 12 installed)
[ Host Guardian Service
[ Hyper-v
] Network Policy and Access Services
[1 Brint and Document Services
1 Remote Access
[] Remote Desktop Services
[ Volume Activation Services
4 [W] Web Server {lIS) (8 of 43 installed)
I [W] Web Server (7 of 34 installed)
[ FTP Server
4 [W] Management Tools (1 of 7 installed)
¥ 1IS Management Console (Installed)
a8,
[] 115 Management Seripts and Toals
] Management Service
[] Windows Deployment Services
] Windows Server Update Services

Web Server (II1S) > Web Server > Application Development
e Enable Application Development
e Enable .NET Extensibility 4.X
e Enable Application Initialization
e Enable ASP .NET 4.X
e Enable ISAPI Extensions

e Enable ISAPI Filters

E—;; Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the selected server.

Before You Begin

Roles

|| Volume Activation Services
4 [m] Web Server (1IS) (8 of 43 installad)
4 [M] Web Server (7 of 34 installed)
| [W] Common HTTP Features (4 of 6 installed)
| [m] Health and Diagnostics (1 of & installed)
| [W] Performance (1 of 2 installed)
| [m] Security (1 of 9 installed)
4 Application Development
[] .NET Extensibility 3.5
ET Extensibility 4.7
Application Initialization|
[1 AsP
[] ASP.NET 2.5
ASP.NET 47
[1 cal
ISAPI Extensions
ISAPI Filters
[1 server Side Includes
[] WebSocket Protocol
I [] FTP Server




Web Server (IIS) > Web Server > Common HTTP Features

e Enable Default Document

e Enable Directory Browsing

e Enable HTTP Errors

e Enable Static Content

= Add Roles and Features Wizard

Before You Begin

Installation Type

Server

Confirmation

Web Server (IIS) > Web Server > Performance

Select server roles

Select one or more roles to install on the selected server,

Roles

|| Fax Server
I W] File and Storage Services (1 of 12 installad)
[C] Host Guardian Service
[] Hyper-V
[ Metwork Policy and Access Services
[C] Print and Document Services
[[] Remote Access
[ Remote Desktop Services
[[] Velume Activation Services
4 [W] Web Server {IIS) (8 of 43 installed)
4 W] Web Server (7 of 34 installed)

PRI IBCommon HITP Features (4 of 6 installed
¥/ Default Document (Installed)
|| Directory Browsing (Installed)
|| HTTP Errors (Installed)
|| Static Content (Installed)

["] HTTP Redirection
[[] WebDAY Publishing

e Enable Static Content Compression

Fﬁ‘ Add Roles and Features Wizard

Select server roles

Before You Begin
Instaliation Type

Server Selection

Server Roles

Features

Confirmation

Select one or more roles to install on the selected server.

Roles

|| FaxServer
[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[[] Network Policy and Access Services
[ Print and Dacument Services
[ Remote Access
[[] Remote Desktop Services
[ Volume Activation Services
4 [W] Web Server (1IS) (8 of 43 installed)
4 (W] Web Server (7 of 34 installed)
| (W] Commeon HTTP Features (4 of 6 installed)
| [m] Health and Diagnostics {1 of & installed)
PRCRPerformance (1 of 2 installed)
| Static Content Compression (Installed)
[ Dynamic Content Compression
I [m] Security (1 of 9 installed)
| Application Development
i ] FTP Server
| W] Management Tools (1 of 7 installed)




Web Server (IIS) > Web Server > Security

e Enable Request Filtering

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Instaliation Type Roles
Serverhsection 4 |m| Web Server (IS} (8 of 43 installed)
4 [W] Web Server (7 of 24 installed)
| [W] Common HTTP Features (4 of 6 installed)
| [W] Health and Diagnostics (1 of & installed)
Confirmation | [ Performance (1 of 2 installed)
|
] Request Fihl_zrfﬂg (installed)
[] Basic Authentication
[ Centralized S5L Certificate Support
[] Client Certificate Mapping Authenticatic
™ Digest Authentication
[1 1S Client Certificate Mapping Authentic
[ 1P and Domain Restrictions
[] URL Authaorization @
[] Windows Authentication
Application Development
I [] FTP Server
| [W] Management Tools (1 of 7 instalied)
[ Windows Deployment Services

F

ures

Once everything is done, click next and you will see other features that you need to install on your server. It's not
mandatory for TimeTrak so we can continue to the next screen.

& Add Roles and Features Wizard — O b 4
DESTIMATION SERVER
Select features FrG 20151

Select one or more features to install on the selected server.

efora You Begin

Installation Typs Features Description
Server Selection [ e messanies ] NET Framework 4.6 provides a
Sarver Roles [[] Remote Differential _-'Cf_’mm?ﬁiﬂﬂ comprehensive and consistent
I [[] Remote Server Administration Tools programming model for quickly and
[ RPC over HTTP Proxy easily building and running
Confiiiation O Setup and Boot Event Collection applications that are built for various
L] Simple TCP/IP Services platforms including desktop PCs,
~| SME 1.0/CIFS File Shanng Support (Installed) Servers, smart phones and the public
[C] SMB Bandwidth Limit and private cloud.

[C] SMTP Server

[C] SNMP Service

[[] Software Load Balancer

[] Storage Replica

[ Telnet Client

[] TFTP Client

[ VM Shielding Tools for Fabric Management
[[] WebDAV Redirector

[[] Windows Biometric Framewark

+| Windows Defender Features {Installed)
] Windows Identity Foundation 3.5

| < Previous | | Next > | Install

You can review any roles and features that you want to install based on the roles that you have ticked on.

Note: DO NOT tick on ‘restart the destination server automatically if required’ if you don’t want the server to restart
without any warning. With this left unticked - if a restart is required, you will be prompted to restart.




After everything is according to what you need, click install.

When everything is done, you will have IIS on your server.

Fg-'_g Add Roles and Features Wizard

O X
i el s DESTINATION SERVER
Confirm installation selections WIN-TO10HOV2E6E
Hafors You Begin To install the following roles, role services, or features on selected server, dlick Install.

[ Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want ta install these optional features, click Previous to clear
their check boxes.

.NET Framewark 4.7 Features

ASPNET 4.7

Web Server (1IS)
Web Server
Application Development
Application Initialization
ASP.NET 4.7
ISAPI Extensions
ISAPI Filters
NET Extensibility 4.7

Export configuration settings
an alternate source path

ext>
Open IIS and you will have IS management window.
W3 Internet Infarmation Services (IIS) Manager
&[S win-TowHOvasSE »
File View Help
Connections
= @3 WIN-TO10HOV266E Home
@- i -2 b
W5 Start Page = =
Filter: ~ % Go - g Show All | Group by: - -
93 WIN-TO10HOV266E (WIN-TO fen o T SEhow S e -
% Application Pools ASP.NET
& Sites s .. (a e ] ;l? 1 g a
= & =, = bl ; £
% ) & (*] E = | - Q:_?, =
NET NET MET Errar NET {NET Trust  Application Connection MachineKey Pages and Providers  Session State SMTP E-mail
Authorizat., Cempilation Pages Globalization Levels Settings Strings Controls
{113
e - = m?
d 9 (o B @ = T & @
Authentic.. Compression Defaut  Directory  EmorPages  Handler HTTP ISAPland  ISAPIFilters  Logging MIMETypes  Modules
Docum@t Browsing Mappings  Respon..  CGl Restri..
Ps
= iy @&y
Cutput Request Server Warker
Caching Filtering Certificates  Processes
Managernent
E @& #H
E i
Cenfigurat.., Feature Shared

Editor Delegation Configurat..




Go to your server name > application pools, and you can see all the application roles that you have set up. The
most important to see here is you have .Net v4.x installed in here.

't?j Internet Information Services (II5) Manager

-3 Start Page
~ 85 WIN-TO10HOV266E (WIN-TO|
L} Application Paols

W/ Sites

——

e 3 .3 » WIN-TO10HOVZ66E » Application Pools
File View Help

T u%l Application Pools
3™ el | 54 L =

This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or mol
iselation among different applications,

Filter: » v Go - GlyShow All | Group by: No Grouping -

Name Status MNET CLR V... Managed Pipel.. Identity Applications
L} NET w45 Started w40 Integrated ApplicationPeolld., 0
;f.NErVﬂ.S Classic  Started  vd0 Classic ApplicationPeolld.. 0

_;‘.’DafaultAppPuol Started vi Integrated ApplicationPoolld... 1

You will need to download and install URL Rewrite Module 2.1 if you do not see it in the module list.

@3 Intemet Information Services (IIS) Manager
) @@ 5 vitualscver » Stes b DefaultWebSite »
x64 Installer URL Rewrite re—
x86 Installer URL Rewrite e @ Default web site Home
S5 start Page - %o~ Show il | Graup ) Ares -@-
Download, run, and follow the prompts R ) S o =
to install the module. " e d 9 o B @ & 4 §
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP Logg
Document  Browsing Mappings  Respon...
Lastly, restart your 1IS Manager, 2 § =
and you should now have the Request 5ot Setings|LURL Rewie
module available. Management
= 0
Configurat... Web
Editor Platfor.




NOTE: If IIS was installed after the .Net Framework then after installation of IIS, you will need to re-register the
.NET Framework so that the recently installed IIS can access the .NET version.

Click on Windows Start menu

Search Command Prompt then right click and Run as Administrator

Fz 2} » FTG-2016VM » Application Pools
File View Help

Connections o
Pools
= Best match

o mznage the list
X Command Prompt lesses, contain o
Y De:

eskiop app =
Run as administrator ~

Run as a different user

NET CLF
Open file location ted 4D
ted wa0
Pin to Start ted A0

Pin to taskbar

Type or copy-paste the following path
c:\Windows\Microsoft. NET\Framework\v4.0.30319\aspnet_regiis.exe -i

B Select Administrator: Command Prompt — O X




Script to install IS and all Modules on Windows Server (Run PowerShell as an Administrator)

$moduleName = "Ur1Rewr1te2"
$moduleversion = L1

$modu1eArch1tecture = Get-WmiObject win32_processor | Select-Object Addresswidth | Select-Object -
ExpandProperty Addresswidth

$tempDir = "C:\Temp"

if (! (Test-Path -Path $tempDir -PathType Conta1ner)) {
write-Output "Creating directory S$tempDir ...
New-Item -Path $tempDir -ItemType Directory | Out-Null

if ($moduleArchitecture -eq 64) {
$moduleDownloadurl = "https: //down]oad microsoft.com/download/1/2/8/128E2E22-C1B9-44A4-BE2A-
5859ED1D4592/rewrite_amd64_en-uUS.msi

$moduleInstallerpath = "$tempDir\UrlRewrite_amd64.msi"
} elseif ($moduleArchitecture -eq 32) {

$moduleDownloadurl = "https: //down1oad microsoft.com/download/D/8/1/D81E5DD6-1ABB-46B0-9B4B-
21894E18B77F/rewrite_x86_en-uUS.ms1i

$moduleInstallerpath = "$tempDir\UrTRewrite_x86.msi"
} else {

Write-Output "Unknown server architecture."

exit

if (! (Get-ChildItem "HKLM:\SOFTWARE\Microsoft\IIS Extensions\UrTRewrite" -ErrorAction SilentlyContinue)) {
write-output "$modu1eName is not installed. Downloading and installing $moduleName version
$moduleversion.
write- Output "Downloading $moduleName version $moduleversion for $moduleArchitecture-bit
architecture.
Invoke- WebRequest -Uri $moduleDownloadurl -outFile $moduleInstallerpPath
. Wri%e—output "Download of $moduleName version $moduleversion for $moduleArchitecture-bit architecture
is complete."

write-output "Installing $moduleName version $moduleversion. )
Start-Process -FilePath msiexec.exe -ArgumentList "/i $modu1eInsta11erPath /qu1et -wait
write-output "Installation of $moduleName version $moduleversion is complete.'

} else {
write-output "$moduleName is already installed."

$Togfile = "C:\temp\TimeTrakIISSetup.txt"

# Function to log messages to the specified file
function LogMessage {
param(
[Parameter(Mandatory=$true)]
[string] $Message

Add-Content -Path $logfile -value "$Message"

# Array of features to install

$features = @(
"web-Server",
"Web-Mgmt-Tools",
"Web-Security",
"Web-App-Dev",
"wWeb-Net-Ext45",
"Web-AppInit",
"Web-Asp-Net45",
"web-ISAPI-Ext",
"Web-ISAPI-Filter"
"web-Default-Doc",
"Web-Dir-Browsing",
"Web-Http-Errors”,
"web-Static-Content",
"Web-Stat-Compression",

) "web-Filtering"

foreach ($feature in $features) {

$installed = Get-windowsFeature -Name $feature | where-object {$_.Installed -eq $true}

if (!$installed) {
# Feature 1is not installed, so install it
write-output "Installing $feature"
LogMessage "Installing $feature"
Install-windowsFeature -ComputerName localhost -Name $feature -IncludeManagementTools | Out-Null
LogMessage "Installed $feature"
write-output "Installed $feature"

else {
write-output "$feature is already installed"
LogMessage "$feature is already installed"




